UNIVERSIDAD CENTRAL DE VENEZUELA
RECTORADO \

DIRECCION DE TECNOLOGIA DE c
INFORMACION Y COMUNICACIONES Doy o

IINSTRUCTIVO DE CONFIGURACION DE LAS POLITICAS DE GRUPO EN ACTIVE DIRECTORY PARA
CONECTAR LAS ESTACIONES DE TRABAJO AL SERVIDOR DE ACTUALIZACIONES DE MICROSOFT
WINDOWS (WSUS)

1. Abrir Group Policy Managment (administrador de politicas de grupo)

Command Prompt I y
P

o l Motepad (3
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E Group Policy Management
" Computer
En| Event Viewer
= Network
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2.- Hacer clic con el botdn derecho del mouse sobre el dominio y seleccionar CREATE A GPO IN THIS
DOMAIN... como se muestra en la siguiente imagen;

E Group Policy Management

3L File  Action View Window Help
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Search,..
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3.- Colocarle nombre a la nueva GPO, en este caso MWSUSO1

T |

Marmne;
|MWSLISIII1

Source Starter GPO:

Ok I Cancel

4.- Ubicar la nueva GPO que hemos creado, clic con el botén derecho del mouse y seleccionar Edit...
como se muestra en la siguiente imagen;

E Group Policy Management
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&= || X 5| HE
;r;l" Group Policy Management:
= _T‘_l‘. Farest: rect.ucy,ve
= &4 Domains
=1 F3 rect.ucv.ve
a| Defaulk Domain Policy

s, Huso Horario
i MSLISO

I
S TE—

;_- ApUFa  Enforced
:_' Azl ¥ Link Enabled

2| Audito 2ave Report...

Wiewy [ 3
Mew \Window Fraom Here

2| Comisi Delete
2 Copret Rename
=] Culkur: Refresh

S I = B C Y R SR R

2| Deport Help

ELABORADO POR: Ing. Dubraska Peiia.



5.- Desplegar las Opciones que aparecen en la ventana, ir a COMPUTER CONFIGURACION/
ADMINISTRATIVE TEMPLATE: POLICY DEFINITIONS.../ WINDOWS COMPONENTS. Como se muestra en la

imagen;

File  Action View Help

.’ Group Policy Management Editor B [=] B3

L IEEEIE

__; MWSLIS02 [CRECTORADC, RECT.LUCY, YE] Palicy
= il Computer Configuration
=[] Palicies
*| Software Settings
~| windows Settings

| Cantrol Panel
| Metwork,
_| Prinkers
| System
~| Windaws Compaonents
= All Settings
| Preferences
User Configuration
7 Policies
| Preferences

=

—
EREE

=[] Adrinistrakive Templates: Policy definitions (ADMX F | components,

Administrative Templates: Pol

Camr

- Al Settings

Windows Components Setting State:
| Control Panel

Description: | Metwork.

Contains settings for operating system * Printers
| System

6.- Una vez ubicados dentro de la carpeta WINDOWS COMPONENTS, ubicar la carpeta WINDOWS
UPDATE, donde se encuentran las opciones a parametrizar para configurar nuestros equipos con el
servidor de actualizaciones de Windows WSUS.

B Group Policy Management Editor

File  Action  Wiew Help
= —
e | 2@l BT
_| Ewent Log Service ;I Windows Update
_| Event Viewsr I |
Game Explorer Select an item to view its description. Setting State Comment

= HomeGroup ==| Do not display 'Install Updates and Shut Down' option in Shat Do, .. Mot configured Mo
=1 Internet Explorer Do not adjust default option to 'Install Updates and Shut Down'in... Mot configured Mo
= Internet Information Services nabling Windows Update Power Management to automatically w,.. Mot configured Mo
= Lacation and Sensors Configure Automatic Updates Mot configured Mo
| MetMesting pecily intranet Microsoft update service location Not configured Mo
| Metwork Access Protection Automatic Updates detection frequency Mot configured Mo
| Mebwork Projector Allow non-adminiskrators ko receive update notifications Mat configured Mo
| Online Assistance urn on Software Motifications Mot configured Mo
| Parental Controls Allow Aukomatic Updakes immediate inskallation Mot configured Mo
| Password Synchronization urn on recommended updates via Automatic Updates Mat configured Mo
_| Presentation Settings Mo auto-restart with logged on users for scheduled automatic up... Mot configured Mo
| Remate Deskiop Services Re-prompt For restart with scheduled installations Mot configured Mo
| S5 Feeds Delay Restart For scheduled installations Mot configured Mo

| Security Center . . . )
Reschedule Automatic Updates scheduled installations Mot configured Mo

| Server for NIS . . N )
it onti nable dient-side targeting Mot configured Mo
- SrnL‘IartUCv::d pHions Allows signed updates from an intranet Microsoft update service lo,,,  Not configured Mo

3
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7.- Las opciones a configurar son las que se muestran en la siguiente imagen en ENABLED

Setting | State |
=] Do not display 'Install Updates and Shut Down' option in Shut Do, ., Mak configured
|| Do not adjust default option ko 'Install Updates and Shut Down'in.,, Mot configured
|| Enabling Windows Update Power Management to automatically w... Mot configured
|| Configure Automatic Updates Enabled
\=| Specify intranet Microsoft update service location Enabled
|i=] Aukomatic Updates detection frequency Enabled
=) Allow non-administrators bo receive update notifications Enabled
\==] Turn on Software Motifications Enabled
|2 Allow Aukomatic Updates immediate installation Enabled
|| Turn on recommended updates via Automatic Updates Enabled
|i=| Mo auto-restart with logged on users for scheduled aukomatic up. .. Enabled
|| Re-prompt for restart with scheduled installations Mot configured
=] Delay Restart For scheduled installations Mak configured
|| Reschedule Aukomatic Updates scheduled installations Mok configured
|| Enable client-side targeting Mot configured
|2 Alloww signed updates from an inkranet Microsoft update service lo,.. Enabled

7.1.- Opcién 1: Configure Automatic Updates (Configurar actualizaciones automaticas). Especifica si la
computadora recibird las actualizaciones a través del servicio de actualizaciones automaticas.

e Enabled: segln la opcion elegida (2, 3, 4 o 5) las actualizaciones tendran un comportamiento
especifico. En nuestro caso serd la opcion 5.

e Disabled: |as actualizaciones deberan bajarse e instalarse manualmente.

e Not configured: el uso no esta especificado por politicas.

| Configure Automatic Updates Enabled Mo
| Specify intranet Microsoft update service location Enabled Mo
| Automatic Updates detection Frequency Frshlad LY
=] Allow non-administrators to receive update nc &8 Configure Automatic Updates =]

= Turn an Software Motifications Confi A i Und
] Allow Automatic Updates immediste instalatio Ll CoNfigure Automatic Updates Previous Settingl Next Setting |

2= Turn on recommended updates via Automatic

| No auto-restart with logged on users for sche Mot Configured Comment: ;I

| Re-prompt: for restart with scheduled installat

| Delay Restart for scheduled installations * Enabled

| Reschedule Automatic Updates scheduled inst

| Enable client-side targeting ' Disabled 1

=] allow signed updates From an intranet Microse Supported ot [apeaot Windows 2000 Service Pack 3 or WWindaws XP Professional Service Pack 1 =
[

Qptions: Help:

Specifies whether this computer will receive security updates and | =

Configure automatic updating:
° P s other important downloads through the Windows automatic

5 - Allow local admin to choose setting j updating service,
The following settings are only required This setting lets wou specify if automatic updates are enabled an

. o this computer, If the service is enabled, you must select one of the
and applicable if 4s selected. faur options in the Group Policy Setting:

Scheduled install day: 2 = Motify befare downloading any updates and notify again

|4- Every Wednesday - before installing thern.

- When Windows finds updates that apply to this computer, an icon
appears in the status area with a message that updates are ready
t0 be downloaded, Clicking the icon or message provides the
option to select the specific updates to download, Windows then
downloads the selected updates in the background. When the
download is complete, the icon appears in the status area again,
with notification thatthe updates are ready to be installed.
Clicking the icon or message provides the option to select which
updates ta install.

Scheduled install time:

QK I Cancel Apply
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7.2 Opcidn 2: Specify intranet Microsoft update service location (Especificar la ubicacion del servicio
Microsoft Update en la intranet).

e Enabled: deberemos ingresar la url (http://190.169.31.13:80) de intranet donde esta instalado el
servidor de Actualizaciones. Deberemos ingresar la misma url en ambos campos.

e Disabled: el cliente de actualizaciones automaticas se conectara a internet (si las actualizaciones
automaticas no estan deshabilitadas).

e Nota: Sila politica Configurar actualizaciones automaticas esta deshabilitada, ésta politica no tiene

efecto.
3or || Specify intranet Microsoft update service location Enabled Mo
k1 =] Automatic Updates detection frequency Enabled Mo
=] Allows non-administrators to receive update notifications Enabled Mo
|2 Turn on Software Motifications Enabled Mo
AN i) Allaw Automatic Updates immediate installation Enabled Mo
—e|Z=| Turn on recommended uodates wia Aukomatic Uodates Enabled Mo

5!5pecifr intranet Microsoft update service location

E} Specify intranet Microsoft update service location

Previous Setting MNext Setting
" Mot Configured Comment: =]
{* Enabled
" Disabled =
Supported ont [ ateast Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 =]
Options: Help:

G

Specifies an intranet server to host updates from hMicrosoft
Update, You can then use this update service to autornatically
update computers on your network,

Setthe intranet update service for detecting
updates:

|http:mgu.1sg.31.13:eu
This setting lets ywou specify a server on your netwark to function

Setthe intranet statistics server: as an internal update service. The Autornatic Updates client will
search this service for updates that apply to the computers an

Ihttp:ﬂlgﬂ.lﬁg.Bl.lB:BD your netwaork,

{example: httpy//IntranetUpd01) To use this sething, you must set two servernarne values: the

server from which the Automatic Updates client detects and
downloads updates, and the server to which updated workstations
upload statistics, You can set both walues to be the same server,

If the status is set to Enabled, the &utomatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download updates,
Emabling this setting rmeans that end users in your organization
don't have to go through a firewall to get updates, and it gives
wou the opportunity to test updates hefore deploying them.

=]

Ok | Cancel | Ay |
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7.3 Opcion 3: Automatic Updates detection frequency (Frecuencia de deteccidon de Actualizaciones
automaticas).

e Enabled: chequea por actualizaciones disponibles segln el intervalo especificado (1 a 22 horas).
o Disabled: chequea por actualizaciones disponibles cada 22 horas.

e Not configured: igual a disabled.

e Nota: Debe estar habilitada la politica “Especificar la ubicacion del servicio Microsoft Update en la

intranet”.
Si la politica Configurar actualizaciones automaticas estd deshabilitada, ésta politica no tiene
efecto.
|i=] Automatic Updates detection frequency Enabled Mo
1i=] Allow non-administrators to receive update notifications Enabled Mo
1i=] Turn on Software Motifications Enabled Mo
1i=] Allove Aukamatic Updates immediate installation Enabled Mo
£8 Automatic Updates detection frequency =]
[F] Automatic Updates detection frequency Previous Setting Next Setting |
" Mot Configured Cornrment: ;I
% Enabled
" Disabled [ -]
supported on: [ apeast yifindows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 = |
Options: Help:
Check for updates at the following Specifies the hours that Windows will use to deterrmine how lang ;I
towait before checking for available updates, The exact wait tirne
interval thours): |3 - i5 determined by using the hours specified here minus zera to

tuventy percent of the kours specified, For exarmple, if this policy is
used to specify a 20 hour detection frequency, then all clients to
wihich this policy is applied will check for updates anywhere
between 16 and 20 hours,

If the status is set to Enabled, Windows will check for available
updates at the specified interval,

If the status is setto Disabled or Mot Configured, Mindonys will
check for available updates at the default interval of 22 hours,

MNate: The "Specify intranet Microsoft update service location”
sething must be enabled for this policy to have effect,

MNaote: If the "Configure Autormatic Updates” policy is disabled, this
policy has no effect,

4|

oK | Cancel I Laply |

ELABORADO POR: Ing. Dubraska Peiia.



7.4 Opcién 4: Allow non-administrators to receive updates notifications (Permitir que los usuarios que no
sean administradores reciban notificaciones).

e Enabled: notificara a cualquier usuario logueado.

e Disabled: solo notificara solo si el usuario es administrador.

e Not configured: igual a Disabled.

e Nota: Sila politica Configurar actualizaciones automaticas esta deshabilitada, ésta politica no tiene

efecto.
LR * MRS A A L e ey e v
|£=] Allow non-administrators bo receive update notifications Enabled Mo
| Turnon & pe . —
=" ﬂnllnw non-administrators to receive update notifications
1= Allave At
Li=| Turnans Al -adrrinistrators t i date notificati
[ElNo auto- E} oy nan-adrinistrators to receive update notifications e Seng P Suising
i Re-prom
|i=| Delay Re " Mot Configured Comment; ;I
|i=| Resched
_:_.Enable ol F Enabled
L] Allow sigl ¢~ picabled [~
Supported 0N [agjeast Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 ;I
I~
Options: Help:

This policy setting allows wou to contral whether non-
adrministrative users will receive update notifications based on the
"Configure Automatic Updates" policy setting.

B

If wou enable this policy setting, Windows Sutormatic Update and
Microsoft Update will include non-administrators when
determining which logged-on user should receive update
notifications. Non-administrative users will be able to install all
optional, recormmended, and important content for which they
received a notification, Users will not see a User Account Control
window and do not need elevated permissions to install these
updates, exceptin the case of updates that contain User Interface, |
End User License Agreement, or Windows Update setting
changes.

There are two situations where the effect of this setting depends
on the operating systern: Hide/Restore updates, and Cancel an
install,

On ¥P: If wou enable this policy setting, users will not see a User
Account Contral window and do not need elevated permissions

]

0]4 | Cancel I Lpply |
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7.5 Opcion 5: Turn on Software Notifications (Activar el Software Notificaciones)

|| Turn on Software Mokifications Enabled Mo

(] Alloww Automatic Lpdate aTurn on Software Notifications =]
|i2] Turn on recommended |

|| Mo auto-restart with lac E=] Turn on Software Notifications
|i=] Re-prompt For restark v

|i=] Delay Restart For schec

Previous Setting

Mext Setting |

|| Reschedule Automatic L Mot Configured Commra ;I
|z Enable client-side targe
|i=] Allow signed updates fr ' Enabled
€ Disabled [~
Supported ont [ apea st \indows Vista ;I
=
Options: Help:

This palicy setting allows you to contral whether users see
detailed enhanced notification messages about featured software
frorn the Microsoft Update service, Enhanced notification
messages conwvey the value and promote the installation and use
of optional software, This policy setting is intended for use in
loosely managed environments inwhich you allow the end user
access to the Microsoft Update service,

I

If you enable this policy setting, a notification message will appear
onthe user's computer when featured softiare is available, The
user can click the notification to open the Windows Update
Application and get maore information about the software or
install it, The user can also click "Close this message” or "Show me
later” to defer the notification as appropriate,

In Windows 7, this policy setting will only control detailed
notifications for optional applications, In Windows Wista, this
policy setting controls detailed notifications for optional
applications and updates,

Ifyou disable or do not configure this palicy setting, Windows 7

il

QK | Cancel | Laply |
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7.6 Opcion 6: Allow Automatic Updates inmediate installation (Permitir la instalacién inmediata de
Actualizaciones automaticas). Para aquellas actualizaciones que no interrumpan los servicios de Windows
0 no requieran reinicio.

e Enabled: se instalaran inmediatamente una vez que hayan sido bajadas y estén listas para instalar.
e Disabled: las actualizaciones no seran instaladas inmediatamente.
e Nota: Sila politica Configurar actualizaciones automaticas esta deshabilitada, ésta politica no tiene

efecto.
12| Allow Aukomatic Updates immediate installation Enabled L}
= Turn e vmmmrnrm e e A b e A bmen ki Ll e Cr-kl-d Bl

= Ma au :;Allow Automatic Updates immediate installation

i Re-pr . . o g
| Delay E} Allowe Autornatic Updates immediate installation oS Saig Nest Setting
i Resch
] Enabh o~ ot Configured Comrnent; ;I
1i2] Allaw
* Enabled
= Disabled =
Supported ont [ar)ooot Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 =]
Optians: Help:

Specifies whether &utomatic Updates should automatically install ;I
cettain updates that neither interrupt Windows sersices nor restart
ind o,

If the status is set to Enabled, Automatic Updates will immediately
install these updates once they are downloaded and ready to
install,

If the status is set to Disabled, such updates will not be installed
immediately,

Mote: If the "Configure Automatic Updates” policy is disabled, this
policy has no effect,

[

oK | Cancel I Apply |
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7.7.- Opcion 7: Turn on recommended updates via Automatic Updates (Activar las actualizaciones
recomendadas a través de actualizaciones automaticas).

R e .

|i=] Turn on recommended updates via Sutomatic Updates Enabled Mo

i=| Mo auto-restark with | . - M . = = -

L] r - .

=) Re-prompt For restar £8Turn on recommended updates via Automatic Updates [_[O] =]
iz Delay Restart for sck

=] Reschedule Automat
iz Enable client-side tar

E; Turk on recommended updates wia Automatic Updates

Prestious Setting Mext Setting |

|i=] Allow signed updates € bot Configured Commet: ;I
& Enahled
" Disabled j
Supparted ont [ag oo ot Windows Vista d
Options: Help:

Specifies whether Autormatic Updates will deliver both important ;I
as weell as recormmended updates from the Windows Update
update service,

Wihen this policy is enabled, Automatic Updates will install
recormmended updates as well as important updates from
Windois Update update service,

When dizabled or not configured Autormatic Updates will
continue to deliver important updates if it is already configured to
doso,

[

O | Cancel I Apply |
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7.8.- Opcion 8: No auto-restart for scheduled Automatic Updates installations (No reiniciar
automaticamente en instalaciones de Actualizaciones automaticas). Una vez instaladas las actualizaciones,

la computadora no se reiniciard automaticamente.

e Enabled: no reiniciara la computadora automdaticamente si un usuario estad logueado. Solo

notificard que deberia reiniciarse el sistema.

e Disabled: notificara al usuario que la computadora se reiniciara en 5 minutos.

e Not configured: Igual a disabled.

e Nota: Solo se aplica si las Actualizaciones Automaticas estan configuradas para realizar una

instalacién programada.

Si la politica Configurar actualizaciones automaticas estd deshabilitada, ésta politica no tiene

efecto.

=] No auko-restart with logged on users for scheduled automatic up... Enabled
|iz] Delay Restark For

\i=| Enable client-side |

Mo

|i=] Reschedule Autor E} MNo auto-restart with logged on users for scheduled autornatic updates installations

i] Re-prompt For res! £3No auto-restart with logged on users for scheduled automatic updates installations =] E3

iz] Allow signed updal  Previous Setting | Mext Setting
" Mot Configured ~ COMmMent: =
& Enabled
= Disabled LI
Supported on: o oo st Vidindows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 =]
Options: Help:

Specifies that to complete a scheduled installation, Automatic
Updates will wait for the computer to be restarted by any user
wehio is logged on, instead of causing the computer to restart
autornatically,

If the status is set to Enabled, Automatic Updates will not restart a
cormputer automatically during a scheduled installation if a useris
logged in to the cormputer, Instead, Automatic Updates will notify

the user to restart the computer,

Be mwvare that the computer needs to be restarted for the updates
to take effect,

If the status is setto Disabled or Mot Configured, SAutormatic
Updates will notify the user that the computerwill autornatically
restart in 5 minutes to complete the installation,

Mote: This policy applies only when Sutomatic Updates is
configured to perform scheduled installations of updates, If the
"Configure Sutoratic Updates" policy is disabled, this policy has

hd|

(014 | Cancel I Apply |
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7.9.- Opcion 9: No auto-restart wiht logged on users for scheduled automatic updates installations (No
reiniciar automadticamente cuando existan usuarios logeados en instalaciones de actualizaciones
automaticas programadas).

E Mo auko-reskart wikh lnaned amonzere Foe erbediolad a0kamakie on Friahlad Rlm

|| Re-prompt For re: gNu auto-restart with logged on users for scheduled automatic updates installations
|i=| Delay Restart For
|| Reschedule Autar
|i=| Enable client-side

E} Mo auto-restart with logged on users for scheduled autormatic updates installations

2] Allow signed upde Previous Setting Mext Setting
£ Mot Confiqured Comment: ;I
& Enabled
" Disabled =

Supported ant [as oot Windows 2000 Service Pack 3 or Wrindows XP Professional Service Pack 1 =]

Cptions: Help:

Specifies that to complete a scheduled installation, Autamatic =
Updates will weait for the computer to be restarted by any user
who is logged on, instead of causing the computer to restart
autormatically.

If the status is set to Enabled, Automatic Updates will not restart a
cornputer automatically during a scheduled installation if a user is
logged in to the computer. Instead, Autormatic Updates will notify
the user to restart the computer,

Be aware thatthe computer needs to be restarted for the updates
to take effect.

If the status is set ko Disabled or Mot Configured, Automatic
Updates will notify the user that the computer will autormatically
restart in 3 rninutes to cornplete the installation,

Miate: This policy applies anly when Sutomatic Updates is

configured to perform scheduled installations of updates. If the =
"Configure Sutornatic Updates” policy is disabled, this policy has ﬂ

Ok | Cancel I Ay, |
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7.10.- Opcidn 10: Allow signed updates from an intranet Microsoft update service location (Permitir
actualizaciones firmados desde una intranet local de servicio de actualizacién de Microsoft).

|2 Allow signed updates From an intranet Microsoft update service lo.., Enabled o

Sﬂnlluw signed updates from an intranet Microsoft update service location

E} Allowy signed updates from an intranet Microsoft update service location

Previous Setting [ext Setting |
Mot Configured Comment: ;I
% Enabled
" Disabled =
Supported 0Nt [ay eq o Windows XP Professional with SP1 or Windaws Server 2003 family ;I
Options: Help:

This policy setting allows you to manage whether Sutormatic ;I
Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update service
location,

If you enable this policy setting, Automatic Updates accepts
updates received thraugh an intranet Microsoft update service
location, if they are signed by a certificate found in the "Trusted
Publishers" certificate store of the local computer,

If wou disable or do not configure this policy setting, updates from
an intranet Microsoft update service location rust be signed by
Microsoft,

Mote: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting,

[

Ok | Carncel I Lpply |
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